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Abstract

One of the most common cyber-attacks that users encounter on the
internet are phishing websites. In the attacks that are performed on
phishing websites, real websites are duplicated and published on
different domain names, and users are directed to these fake websites
through various social engineering techniques. Through to the website
to which users are directed, they transmit some personal and
confidential data such as credit card, username-password details to
attackers. In this study, the establishment of the infrastructure and
content of phishing internet sites has been explained, a tool named
PhisherHunter created, and four different methods have been developed
so as to detect such websites. Through the examination of newly
registered websites, which is the main detection method, a successful
detection rate of 95.4% has been achieved. Three different methods
have been used in the active defense part of the study. Firstly, the hosting
company has been automatically determined to stop the publication of
the phishing website and a notification has been sent with a success rate
of 98%. As the second active defense method, the active honeypot
technique has been developed. The active honeypot method aims to
enter a marked information on the phishing website and to track this
information on the real website. And as the last active defense method,
the method of poisoning phishing websites by using fake data has been
developed. It has been observed that poisoning methods by using the
techniques of active honeypot and fake data have achieved a success of
92%.
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Oz

Guintimiiz diinyasinda bilgisayar ve mobil cihazlarin kullaniminin
yayginlasmasi internet kullaniminin giderek artmasina neden
olmaktadir. Kullanicilarin internet ortaminda en ¢ok karsilastigi siber
saldirilardan biri oltalama internet siteleridir. Oltalama internet
siteleri lizerinden gergeklestirilen saldirilarda, gergek internet siteleri
kopyalanip farkli alan adlar1 iizerinden yayin yapilmakta ve
kullanicilar bu sahte internet sitelerine cesitli sosyal miihendislik
teknikleriyle  yénlendirilmektedir. ~Kullanicilar  yénlendirildikleri
internet sitesine gére; kredi karti, kullanici adi-sifre bilgileri gibi kisisel
ve gizli verilerini saldirgana iletmis olmaktadir.Bu ¢alismada; oltalama
internet sitelerinin altyapisinin ve iceriginin olusturulmasi anlatilmis,
bu tiir internet sitelerini tespit etmede kullanilacak 4 farkli metot
gelistirilmistir. Ana tespit yontemi olan yeni kayitl internet sitelerinin
incelenmesi ile beraber %95.4'liik basarili tespit oranina ulasiimigstir.
Calismanin aktif savunma kisminda ii¢ farkl yéntem kullamlmistir. Ilk
olarak oltalama internet sitesi yayminin durdurulmasi igin yer saglayici
firma otomatik olarak tespit edilmis ve %98 basari orantyla bildirim
gonderilmistir. Ikinci aktif savunma yéntemi olarak aktif bal kiipii
(honeypot) teknigi gelistirilmistir. Aktif bal kiipii yéntemi oltalama
internet sitesine isaretli bir bilgi girilmesi ve bu bilginin gercek internet
sitesinde takibini amaglamaktadir. Bu yéntem ile saldirgana ait pek ¢ok
veri elde edilebilmektedir. Son aktif savunma yéntemi olarak, oltalama
internet sitelerini sahte veriler ile zehirleme metodu gelistirilmistir. Bu
yontem ile oltalama internet sitelerinin girdi alanlari otomatik tespit
edilmekte ve cok fazla sahte veri génderilerek gercek kullanici
bilgilerinin  saldirganlar tarafindan ayirt edilmesi énlenmeye
calisiimistir. Aktif bal kiipii ve sahte veri ile zehirleme yéntemlerinin
%92 bagsart elde ettigi gortlmiistiir.

Anahtar Kkelimeler: Oltalama, Oltalama internet sitesi, AKktif
savunma.

1 Introduction

The use of the Internet is becoming widespread day by day, and
its fields of use and the number of its users are continuously
increasing. The active participation of the users in the internet
environment requires them to transfer their very critical
information to this area, depending on the intended use. The
biggest factor in the increasing trend of cybercrime is that
attackers get high amount of financial gains. The loss of people,

*Corresponding author/Yazisilan Yazar

justin the USA, in 2019 on account of cyber-crimes is 3.5 billion
dollars [10]. There are many attack techniques in today's cyber
world. Phishing attacks carried out on websites is one of them.
In this type of attack, attackers aim to obtain users' confidential
information such as identity, login and credit card details [47].
In attacks performed through phishing websites, attackers
duplicate real websites and publish them on different domains
and wait for users to take the bait. Attackers expect users,
through various channels, to be directed and to log in to
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phishing websites that they have prepared before. And when
users enter this duplicated website, they log in without
detecting an abnormality due to their familiar content, and
transmit their information to attackers. By this way, attackers
obtain the login information of users and achieve their goals
[48].

Phishing attacks carried out of the internet sites are widely seen
in Tirkiye and cause users to incur huge financial and
emotional damages. USOM which means in english CERT
(Computer Emergency Response Team), authorized in terms of
such kind of cyber-attacks, particularly in Tirkiye and some
private institutions detect phishing web sites, through various
methods and users’ denunciations, to ensure the internet
security. According to the figures of CERT, in the period of one-
year from July 2019 to July 2020, 17626 web sites that are used
with the aim of phishing were detected in Tirkiye [19].
Following the detection, the state authorities inform the
hosting company where this phishing website is hosted and
request that access of such site is blocked, and have access to
such web site within the country blocked in the ISP (Internet
Service Provider). However, since the application of all these
protection methods is a relatively long process, attackers
obtain a lot of users’ information and transfer the material
assets to themselves. Through blocking access of the used
phishing website, the attackers activate a new phishing website
and continue their attacks. Within this cycle carried out, a
requirement for a tool that quickly and automatically detects
malicious websites activated by attackers and develops an
active defense mechanism. In this study, a module having the
following features is developed based on the aforementioned
requirement;

e  Four different methods have been developed for the
detection of phishing websites. The first method aims
to detect phishing websites before they are active, and
it makes inferences from the domain names of newly
registered websites for this. The second and third
methods inspect the twitter posts and google ads used
by attackers to direct users to phishing websites. The
fourth, and final, detection method is to receive
information of web sites that are used for the purpose
of phishing shared by the competent authority, CERT,
in Tirkiye,

e Potential phishing websites obtained as a result of
detection methods are kept in a list. Access to domain
names contained in this list is regularly checked, and
if the requested result is successful (200), the content
of the relevant website is checked. Based on the words
in the web site content, the status of phishing
publication is checked. Provided that the website is
publishing phishing, it is removed from the checklist
and transferred to the active defense part, but if it
does not publish phishing, it is kept to control again,

e The active defense part against phishing websites
consists of three parts. First of all, a whois query of a
phishing website is carried out, the abuse address is
separated from the returned result, and an e-mail is
sent to this address stating that the relevant website
serves cybercrime and that access to the relevant web
site should be blocked. As the second method, active
honeypot technique has been used and the phishing
website was entered with a signed username-
password combination. The poisoning method was

used as the third and last active defense method. A
method that browses the phishing website, finds
input fields and writes and posts the necessary data in
these fields has been developed. This process is
carried out over SOCKS proxy IPs and thus any user
image is provided. Thanks to all these methods, it is
desired to make it much more difficult for attackers to
access real users’ data.

In the second chapter of the study, the results of the literature
reviews are included, and in the third chapter of the study,
attacks carried out of phishing websites, infrastructure
preparation and directing users are discussed. And in the fourth
chapter, the module detection methods and active defense
methods that have been developed are explained under
separate headings. Furthermore, under this heading, how all
code blocks are made into a single piece and timed are
explained as well. Finally, results and future plans are included
in the fifth chapter.

2 Related work

Because the mentioned study is complicated and includes
methods that serve many different fields, no exactly similar
study has been found in the literature. There is a study that uses
fuzzy logic, in detecting phishing websites, with the use of six
different metrics that it compiles from the web site by
controlling its content [1]. There are many different modules in
a successful study that detects phishing web sites by controlling
its content [20]. Phishing web sites were able to be detected by
using the CCS information contained in web sites, [14]. In
another original study, an application, called as Adaptive
Neuro-Fuzzy Inference System (ANFIS) has been developed to
detect phishing websites. According to this, it has been aimed
to detect them by using texts, pictures and frames in internet
web sites [2]. There is a study where the hyperlinks in the
HTML source code are divided into 12 different categories and
machine learning is applied, thus enabling detection [23].
Another study using hyperlinks also aimed to reduce the
number of false detections with two different methods by
verifying from search engines [24]. In another study using
hyperlinks, “page linking” data was collected and an accurate
determination was made using graph-theory approach [30]. In
addition, there is a study that includes the development,
distribution, taxonomy and comparison of phishing websites
with other phishing websites from day zero [21]. There are
studies in which various machine learning algorithms are used
together, including random forest [RF], neural network [NN],
bagging, support vector machine, Naive Bayes and k-nearest
neighbor, and thus achieving a high success rate [31]. There is
a study on detecting phishing websites by using artificial
intelligence algorithms of Meta-Learners and Extra-Trees
Algorithm [32].

The phishing website detection has been tried by taking the
logos and favicons in the website and searching them on Google
[6],[7]. Another detection method carried out using a search
engine is based on dividing domain names into pieces and
searching them in the search engine and making inferences
based on the returned results [18]. Except this, an application
that aims to detect phishing website according to the results
returned following the search of the data in the website in
search engines has also been developed [15]. Detection
methods including not only search engine but also intuitive
approach and logistic regression have been developed [8]. In
addition, in the study conducted by combining search engine
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and heuristic analysis, a very high rate of accurate detection
was achieved regardless of language [22]. With the
convolutional neural network approach from URL text, almost
100% successful detection has been achieved, including fast
and zero-day attacks [27]. CrawlPhish application
automatically detects and categorizes client-side obfuscation
used by known phishing websites [29].

Phishing internet sites have been tried to be determined by
using various algorithms over ready data sets [5],[11],[17]-
There are also studies that combine machine learning with the
helical feature selection method and produce a new
methodology in the detection of phishing websites [4]. There is
a study aiming to detect phishing websites by using artificial
intelligence algorithms including machine learning, deep
learning and hybrid learning together with scenario-based
techniques [25]. In a study utilizing 1278 user experiences, the
"phishing funnel model" was developed and phishing websites
were detected based on user movements [26].There is one
study that performs the detection of phishing websites that are
shared during direction process of users over Twitter [3]. There
are also some methods that try to detect phishing websites by
imitating human behaviors. One of them is trying to log in the
login panel of the website, and suggests that, providing that the
login is successful, the phishing website is detected [15]. Even
though there are many studies aiming to detect phishing
websites, there has been no study regarding the active defense
methods. Thus, this study features the first one in the literature
in terms of active defense.

3 Cyber attacks through phishing websites

The most important factor, for attackers, in attacks carried out
over phishing websites is the high similarity of the phishing
website, which they designed, to the real website in terms of
such issues as domain name and content. Attackers try to make
all details, as much as they can, similar to those in the original
website, including the domain name that they will use to make
this happen. Because the domain name is a unique value, the
same name cannot be taken, and thus, closely similar ones are
preferred. Users pay attention to three points to detect whether
a website is real or duplicated;

e  The first and most important one of these is the web
site content. Users are familiar with the website
content that they regularly use and they expect to see
this similarity when they log in,

e The second important point is the situation that the
website publishes SSL. Many users think that there is
no problem when they see the lock icon or green color
in the address bar,

e The third and last point of attention is the domain
name of the website.

While attackers are aiming to create a phishing website, they
first purchase the use of domain names that are similar to the
domain names in their target to be duplicated [33]-[35],[43]. As
an example of this situation, domain names that are similar to
the "disneyplus.com" domain name have been searched in
DNSTwister. According to the result obtained, it has been seen
that there are 377 records similar to the relevant domain name.
Another method that is used by attackers to choose a domain
name is internationalized (IDN) domain names [44]-[46]. The
purpose of IDN is to enable domain names to be created with
letters in all international alphabets. Attacker was able to, by
using this method, create a domain name "adwords-

googie.com”, which is very similar to the real "adwords-
google.com" website. The attacker replaced the letter "l" in the
original website domain name with the letter "i" in the Faroese
alphabet, thereby creating this domain name that looks very
similar to the eye. As shown in Figure 1, when the related
domain name is analyzed, the expression of "xn--adwords-
googe-7ib.com" appears.

Sign in — Goagle accounts

Google
Signin

Use your Google Account

Figure 1. The phishing website having an internationalized
domain name to hack Google account information
(https://xn--adwords-googe-7ib.com).

The second step in creating a phishing website is to benefit
from the tools that are used to duplicate the Httrack-style
website to duplicate the target website [36]. This kind of tools,
with a single click, make the target website ready to be
duplicated completely and published on a different domain
[37]. After attackers have duplicated the website of the target
institution, they change some of the codes in the background so
that the information entered by users is directed to them, but
not to the real institution. Because these changes made have no
effect on the theme, when users access this fake website, they
will see the same website as that of the real institution.

The third and last step in creating a phishing website is to install
a certificate and make the fake website link reliable. The main
purpose of cyber attackers in using the encryption method with
certificate is that the type of attack cannot be detected due to
the fact that encrypted traffic cannot be inspected. However,
the purpose of using the certificate in phishing websites is to
give user a safe environment image rather than protecting the
traffic. When users see the green color or lock icon in the
address bar, they are more convinced that the website is
authentic. It is essential that the certificate be signed by an
authorized company in order for the certificate used on
websites to be reliable. Before 2016, such cases were rare
because authorized companies were rather reluctant to sign
certificates that could potentially be used in situations such as
phishing websites. However, especially with the recently
emerged free certificate signing platform "Let's Encrypt", which
aims to secure all the internet traffic, a great change has been
experienced [38],[39]. Attackers turned this situation designed
for security purposes in their favor and produced reliable
certificates for phishing websites. Attackers have installed
these reliable certificates, which they created free of charge and
without supervision, on phishing websites and provided a more
convincing environment for users [40],[41]. Even though the
phishing website is ready to be used following the installation
of the certificate, it does not make sense to exist unless users
access this website. Moreover, users are unlikely to find this
phishing website by their own efforts. Because this site is not
indexed in any search engine or is indexed at very low results.
Therefore, Attackers direct users to these phishing websites
through methods such as campaigns, sweepstakes, financial
gain and advertising. Nowadays, Twitter posts and Google ads
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are often used to direct users to phishing websites [42].
Attackers follow the phishing websites that they create live as
of the moment users are directed to those websites. Their main
purpose here is to assess user information without wasting
time. Because users can realize the situation, and change their
information and fail the attack for attackers. Another case is
that instant monitoring is mandatory to access the systems
having a secondary verification. It is recommended by cyber
security experts to use two different entry methods while
entering the fields containing valuable information [49]. In the
internet sites containing financial assets such as websites of
banks, it is mandatory that two different entry methods exist in
accordance with the regulations.

As shown in Figure 2;
1. Userlogs in to phishing website with credentials,
2. Attacker gains user’s credential via phishing website,

3. Attacker logs in the real website with user’s
credential,

>

Real website send secondary verification code to user,

5. User enters secondary verification code to phishing
website,

6. Attacker gains user’s secondary verificiation code via
phishing website,

7. Attacker enters secondary verification code the real
website and successfully enters the users account.

—1 > — 2 » —3 >
— 5 > — 6 > —7 B
User

Aftacker
Phishing Website Real Website

4

Figure 2. Flowchart of circumvention of secondary verification
method with information from phishing websites.

4 Developed tool: phisherhunter

In this chapter, developed PhisherHunter module content and
methods are discussed along with all necessary background
technical details.

4.1 Detection of phishing websites

In this chapter, a tool has been developed to detect phishing
websites as soon as possible and to prevent any undetected
website. In the developed tool, four different methods have
been used for the detection of phishing websites, one of which
is used before the phishing website starts to publish, two of
which are used while users are being directed to the phishing
website, and the last of which is used by obtaining information
from the authorized institution of the state.

4.1.1 Checking newly registered domain names

Domain name details on the Internet are kept by registrar
companies. For example, ".com" and ".net" extensions belong to
Verisign company and this company keeps information about
its extension. ".Ist" and ".istanbul" extensions belong to Istanbul
Dijital Medya Tic. A.S. and this company keeps the domains
registered with this domain name. There are more than 1500
domain name extensions around the world and the number of
extensions is increasing day by day. Registrar companies keep
information of their domains up-to-date and share the
information of all registered domain names of their extensions
every day. Considering this logic, providing that the

information belonging to the previous day is known, the
differences can be deduced and the websites that are newly
registered in the last 24 hours can be detected. In this study, the
information of the domain names registered in the last 24 hours
has been obtained through API of the Zonefiles company, since
it would require a lot of effort to process the information
received from more than 1500 registrar companies and find
new registered websites. With this way, a domain name that
can be used for phishing purposes can be detected before it
starts publishing. In the light of data shared by CERT, 5240
domain names used by attackers in phishing website attacks in
the first 6 months of 2020 have been collected in a list. Among
these domain names, the names of the most frequently targeted
institution websites were determined and a “potential phishing
website targets list” covering 23 corporate websites in total has
been prepared. Moreover, the most used word fragments in the
5240 domain names have been extracted by using the same
data set with the help of the "Keyword Extraction" website [12].
As a result of the operation made, 36 word-fragments have
been detected and included in the "phishing vocabulary" list.

2 Xncm

Similarity = [100 X < )] + (10 x kmc) 9]

losa+losb

The similarity calculation has been made by using the formula
shown above, (ncm=Number of characters matched, los=lenght
of string, kmc=keyword matched count), and each newly
registered domain name and the potential phishing website
targets list values have been compared and a similarity value
has been obtained. Those with a similarity score above 70 have
been assessed as potential phishing websites and included in
the "Potential phishing website" list.

4.1.2 Twitter post controls

Social media websites are frequently preferred by attackers
because there is a large amount of data flow and the accuracy
of this data is not questioned. Twitter is the most preferred
among such websites due to the fact that posts can reach
everyone. It is necessary that tweets be read in order to detect
the direction of users to phishing websites carried out on
Twitter. First of all, a permission has been taken from Twitter
to create an application for this process, and a test application
has been created following the permission obtained. With the
help of Tweepy, it has become possible to search for the desired
words on Twitter [50]. The words in the "Phishing vocabulary"
list have been searched in tweets and the website addresses
have been parsed in the results obtained and added to the
"Potential phishing websites" list.

4.1.3 Ad control as a result of google searches

Attackers enable their own phishing websites to be listed ahead
of the real websites, which they have duplicated, among the
results that are shown to users by paying money to search
engines for advertising. In such a case, most of users click and
are directed to the firstly listed result without paying attention
to the domain name. Thus, attackers can direct the desired
users directly to the phishing website. Because the most
common search engine in which this situation occurs is Google,
ithas been studied in this chapter of the study. For this process,
the words are basically searched on Google at regular intervals,
the ad internet addresses listed among the returned results are
parsed and their cases whether they are for phishing or not is
checked. A web driver has been used to get the websites shown
as advertisements in Google results. The reason for this is that
the search case made by users cannot be simulated exactly in
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the event of searching on Google over direct code. Through the
Chrome web driver that is used, the website opens in the same
method as the one for users and it show exactly the same
results. The keywords in the "Phishing words" list have been
searched in a loop for ad control in Google, and the returned
results have been parsed with the help of the BeautifulSoup
Library. Upon examining the results returned from Google, it
was seen that the ad results were kept in the "ads-ad" class, and
aregex was used to extract URL addresses from the data in this
field. Because institutions also give ads to Google that are valid
on their names, a protection step has been applied in this point.
According to this, the links to which the advertisements given
by institutions to Google are directed, have been first learned
and added to a whitelist. The ad addresses detected in the
subsequent studies of the function have been compared with
this whitelist, thus ensuring that real advertisements are not
considered as phishing websites.

4.1.4 CERT black list controls

The black list shared by CERT unit (Computer Emergency
Response Team), established in Tirkiye, and including
phishing websites, has been checked in the scope of this
heading. As being particular to Tiirkiye, in the event of
malicious attacks cases via the Internet, CERT is the institution
which is directly addressed. CERT has the authority to make the
internet service provider to block the traffic to the addresses,
where malicious attacks are detected. Therefore, it is aimed
that all attacks to be made against our citizens are reported to
this address and that the domestic access to the related
websites is blocked as soon as possible. Considering the
perspective of phishing websites, CERT is the first unit to be
notified when a phishing website is detected. CERT publishes
malicious websites that it has received and verified the
accuracy, under its own domain name, in a black list. Yet, there
is no time indicator in this malicious list, and newly added
threats cannot be taken separately from the old ones. CERT
adds newly added URLs over old ones, and thus, a parsing
method is required to be applied.

In order to distinguish the newly added malicious URL
addresses, an updated CERT list is kept and whenever the
function runs, the incoming data is compared with this list and

the differences between them are determined. When the work
process is finished, the CERT list is updated. When the parsing
process of the newly added addresses are considered as coding,
the current CERT malicious address information is written to a
list in the function. Whenever the function runs, the current
CERT malicious address information is taken and compared
with the previous list, and the differences among them are
extracted. And when the process is finished, the current
malware information is saved in the function so as to be used in
the next comparison. With the work of this function, all
phishing website detection methods have been completed and
all detected domain names have been collected under the
"Potential phishing websites" list.

4.1.5 Valid website whitelisting controls

Although unlikely, the system may still detect valid websites as
phishing, start active defense against them, and can cause a
major problems. To prevent this ASN (Autonomous System
Number) based control step has been added to module to
whitelist valid websites before active defense starts. Within the
framework of the developed method, the ASN IP ranges of the
companies within the scope are added to the system manually.
In order to detect valid websites, the IP addresses of the
hostnames in the list of potential phishing websites are
resolved. The obtained IP addresses are checked for being
among the previously added ASN IP ranges, and if the IP is in
one of these ranges, it is marked as valid and added to the
whitelist in order not to cause any problems. In this way, the
websites that companies host in their own IP blocks are
secured.

4.2 Control of active publication status of phishing
websites

Through the phishing website detection methods that are used
in the study, some phishing websites are detected before they
start active phishing publication, while others are detected in
case of active publication. A method has been developed to
control the active publication status of potential phishing
websites. As shown in Figure 3, the flowchart of the method in
use is shown below, and as a first step, a post request is made
to the potential phishing website.

{ Potential phishing website list ]-4

Y
{ Saend a request to potential }

phishing URL

No Yas

5 post request return
successfull(200) 7

o[ Check URL for phishing mniem]

Is content contain
phishing variablas 7

No

Yes

L 4

[ Go for active defense J

Figure 3. Flowchart showing the active phishing publication status of potential phishing websites.
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Provided that the returned value as a result of the post request
is successful (200), the flow progresses, but if not, it is kept for
re-checking later. The content of potential phishing websites
that have been verified to be accessible is taken into the
application and their texts are checked. Provided that the texts
are suitable for the phishing website model, it is decided that
this website makes active phishing publication. But if the
content has not yet been loaded or removed, it is converted to
the waiting list for later re-checking.

Phishing websites can have two different accesses such as
"https" and "http". Therefore, in all these steps above, two kinds
of connection requests are checked. Thanks to all these steps,
potential phishing websites are separated as active and passive.

4.3 Performance of active defense against phishing
websites

Upon the detection of potential phishing websites and then
sorting out the active ones, the active defense step, which is the
innovative aspect of the work, starts. According to this, users’
abuse is tried to be prevented in the period until the access to
active phishing websites is blocked. Active defense consists of
three titles, each of which is independent.

4.3.1 Sending a notification to the hosting provider

The first step in active defense is to ensure that access to the
phishing website is blocked. The most accurate method of
blocking access to the website is to send a notification to the
hosting provider. For this purpose, the information of the
phishing website is learned through a whois query and a
notification is sent to the hosting company requesting to block
access to the related website. The process of sending
notification to the hosting provider consists of two parts. The
first part is the detection of the host provided in which the
malicious domain name exists and the second part is to send
the notification to the related place. These two steps work
sequentially for each phishing website. For the phishing
website transmitted in this cycle, first a whois query is made
and the address to be notified in case of abuse is learned and
then a notification is sent to the address.

Whois query results may differ. But almost all of them have a
malicious report email address. Furthermore, the only e-mail
address returned as a result of whois query is the e-mail
address to be used for this malicious report. Therefore, an email
parser is used to parse the relevant mail address. With the
parser used, the e-mail address to which the notification will be
made can be accessed directly and separated from other data.
The obtained e-mail address information has been assigned as
the e-mail address to be made sending. In this example, because
sending is made via gmail, necessary information such as e-mail

address and password has been entered. Moreover, the subject
and content of the e-mail to be sent have been prepared. In
order to facilitate the identification of the relevant company,
details are given in the message and the domain name
information is included in the mail. Because the sending will be
made via the application, the security settings of the relevant
gmail address have been adjusted and automatic sending is
enabled.

As shown in Figure 4, the notification made is user-friendly and
forwarded in an understandable format. A special character has
been added to prevent accidental clicks on the domain name
address included in it. Upon this step, the notification sending
process is completed and the process of blocking the website
for access is started.

4.3.2 Active honeypot method

The notification made is user-friendly and forwarded in an
understandable format. A special character has been added to
prevent accidental clicks on the domain name address included
in it. Upon this step, the notification sending process is
completed and the process of blocking the website for access is
started. The active honeypot method meets the industry and
literature for the first time with this study. On the other hand,
the honeypot method is a subject that has previously found a
large place in both the industry and the literature. The main
purpose in the honeypot method is to deceive attackers and
wait for them to reveal their own information. Therefore,
honeypots remain stationary and are only stimulated by
attackers’ interactions. With the developed active honeypot
method, the interaction of attackers with the honeypot is not
expected, this process becomes triggered by security experts.
This method has been processed through the sample of
financial institutions websites and can be adapted to almost any
kind of phishing internet scenario.

As shown in Figure 5;

1. Cyber security engineer logs in to the phishing
website with previously marked credential,

2. Attacker gains marked credential via phishing
website,

3. Attacker login the real website with marked
credential,

4. Security device detects marked credentials,
Attacker’s session redirects to the honeypot website,

Cyber security engineer gains various valuable
informations about attacker such as IP and account
number.

About Phishing Domain =
{@gmail.com

Dear All,

prishng o

turkish citizens, Could you please check?

I'm came across with a phishing domain hogpe/furkive-edeviat-kart-aidatgovir]xjorg registered on your service. This website seems like using

16 Mayis Cmt 16:28 o -

Figure 4. An example of a notification to be sent, for the block of access to the phishing website, to the abuse email address coming as
a result of Whois query "hxxp://turkiye-edevlet-kart-aidatgovtr[x]org" phishing.

473



Pamukkale Univ Muh Bilim Derg, 29(5), 468-480, 2023
S. Ganal, E.U. Kucuksille, M.A. Yal¢inkaya

~ »> —_—f —p S
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Attacker Real Website

Session Redirection

Figure 5. Flowchart of active honeypot method. In order to start this process, security experts get access to the phishing website with
a previously marked and known username and password combination.

The attacker thinks that this information is real and enters the
real institution website with this username and password
combination. As soon as the attacker tries to login, its session is
detected and transferred to a honeypot server. The attacker
thinks that he has accessed the real system at this point, but he
has been trapped in a fake system. In this way, the IP details of
the attacker and the bank account information that the user will
use to transfer the material assets, in the event that the target
website is financed, are obtained. Attackers can easily prepare
new phishing websites and can easily carry out users’ direction
to those websites. The most valuable object, for the attacker, in
phishing website attacks is the bank account number to which
users will transfer their money. Because the bank account
number cannot be imitated like other elements, and it features
a real data that has an organic link with the attacker. When the
attacker sends the material asset in the user’s account to its
own bank account number, the attacker discloses its own
information and the movements regarding this account are
started to be monitored by the financial institutions. Through
the active honeypot method, the most valuable information that
the attacker has is obtained. In the active honeypot method,
honeypot servers and username and password combinations
can be easily created. The important thing is to capture the
session of the attacker and direct it to the honeypot system.
Two different simulations have been created for this process;
one in the website codes and the other in the cloud WAF device.

e  Additions have been made for predetermined marked
users for the aim of routing in the website codes.
According to this, if one of these marked users
appears in the username field, the session is directed
to the honeypot server block, but not to the default
server block,

e  For the routing in the WAF device, the "http_header”
field containing the username information in the
packages that reach the institution WAF device has
been checked. In the event that one of the marked
usernames is found in this field, the routing is made to
the honeypot server block, but not to the default
server block.

The transfer of the marked data to the detected phishing
website is carried out automatically in the developed module.
In this process, fake data and the codes developed for the
poisoning method were used, the data requested by the

phishing website were determined, the relevant fields were
filled and sent. Furthermore, the attacker was allowed to use
this marked data for 5 minutes, and afterwards the poisoning
process was initiated. The reason for the waiting for 5 minutes
is to give the attacker time for secondary verification and
money transfer transactions while entering the fake site.

4.3.3 Poisoning method with fake data

Every information entered on the phishing website is
transmitted to the attacker, and the attacker uses this
information to do things for his own benefit. In general terms,
every information transferred to the attacker carries a potential
financial income value. In this respect, the poisoning method
with fake data has been developed to reduce the reality and
validity of the information transmitted to the attacker. The
poisoning method is based on the principle that too much fake
data is transferred to the attacker and real information cannot
be selected among these fake data.

In this method, the phishing website is accessed as if a real user
does, and the form fields prepared by the attacker are filled
with fake information and sent. As shown in Figure 6, provided
that too much fake data is entered on the phishing website and
forwarded to the attacker, the attacker will be unable to
distinguish the real user information from the fake one.
Therefore, the attacker will not be able to acquire users’
financial assets, or will not reach his target and will be
eliminated by security experts. The content of the website that
is currently publishing active phishing is received for the
poisoning method with fake data. The input fields in the
website codes are determined and the "input_name"
information is learned. Through the "Pagefiller" function
written, the correct data is entered into these input fields on the
phishing website, and the structure of the posted website is
arranged with the "Httpprocedures" function so as to enable
sending process. Because the websites duplicated by attackers
are clear and their content does not change, attackers copy a
website and use the same content over and over again in
different domains. 976 of the 2018 phishing websites verified
by CERT in June 2020 are phishing websites that want to obtain
credit card information. Attackers used only 6 themes for 976
phishing websites during the said month. The fact that
attackers use a limited number of themes facilitates the
application of poisoning method which has been developed in
the scope of this study.
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Figure 6. Flowchart of the poisoning process with fake data.

In order to learn what values are taken in the input fields of
phishing websites, 25 phishing websites operating in Tiirkiye
has been copied using the WinHTTrack application. Among
these copied phishing websites, there are 6 themes used to
obtain the credit card information of users during the month of
June 2020 and 7 themes used to obtain login username and
password information of private institutions. The phishing
internet sites duplicated have been restarted on a local
computer by using the XAMMP application and their contents
have been examined. According to this, it has been observed
that 25 websites that were restarted have requested 23
different name field entries. Based on the purpose of poisoning,
some methods have been prepared so as to enter different and
real-like data into each input field. Attackers check the accuracy
of some information such as credit card and Turkish Republic
Identity Number and their compliance with algorithms in
phishing websites, and, if they are incorrect data, they do not
accept them. Therefore, all fields are planned to generate fake
data by using correct algorithms. Based on this situation, the
following functions, preparing the fake information that
attackers want to capture in phishing websites, have been
produced;

e  Fake credit card data,

e  Fake credit card validity date,

e  Fake credit card security code,

e  Fake Turkish Republic identity number,
e  Fake e-mail address,

e  Fake password,

e  Fake username,

e Fake name and surname combination,
e  Fake phone number,

e  Fake credit card limit.

The methods formed are placed according to the "input_name"
fields in the website. According to this and as shown in
Figure 7, provided that there is an entry called "ccnumber"” in
the website, a fake credit card number will be generated and
entered in this field. When the key in the phishing websites is
clicked, the information entered into the website is saved in the
database. So as to test the poisoning process, information of key
actions in phishing websites are arranged to be saved in the
database on the local computer, but not in the attacker
database. For this operation, a Php file was created and shown
as a key action. All required fields are specified in the local

database in the php file. For real-life simulation, phishing
websites started to be published on the local computer with the
help of the Xampp software. Again, the database was re-started
through the Xampp software and the necessary links were
made. Following these procedures, poisoning trials were
initiated. According to this, random fake data was generated
according to the field names and accurate submission was
provided.

As shown in Figure 8, the data sent within the poisoning
process are inseparable from their originals. However, in the
event that the poisoning process is performed over a single IP
or several IPs, the attacker can exclude the data from these IPs
and distinguish the real user data. SOCKS IP addresses were
used to overcome this situation. SOCKS is an internet protocol
that enables the transmission of internet packets with the help
of a proxy server. In this study, it is used as a proxy with the aim
of transmitting the data desired to be sent to the other party
over different IPs. The data set desired to be sent is prepared
for this and delivered to the proxy IP. The proxy IP transmits
this package prepared to the target website over its own
information. Therefore, the other party are not able to know
who the original sender is, and the poisoning process will be
successful due to constant different data flow from different
IPs, and the real user data will be prevented from
distinguishing. A global website has been created and a
registration form has been placed in it so as to test the
possibility of performance of poisoning over SOCKS IPs. A
database link has been made to save the data posted on the
website and all incoming data, including IP information, is
logged in this field. SOCKS IP and port information that would
be used in the process was taken from the "https://free-proxy-
list.net" website and typed in a list on the application. The
package content desired to be sent to the website was prepared
and was transmitted to a random one of the SOCKS IP and ports
in the list instead of sending it directly. Check was typed for
SOCKS accesses that failed to perform request or could not
respond to it and were skipped in case of their failure [51].

4.4 Automatic operation of functions by combining them

An arrangement has been made for the methods created in
separate parts, independent from one another, to come
together in a common structure and to adjust the timing
periods. Code pieces that consist of independent parts are
defined in a way that they can be a method by themselves, and
"schedular” class is used in order to perform timing. All the
codes developed are collected in a single file. According to this
file;
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def generateCreditCardNumber():

<div class="formRow required ">

<label for="egpField" class="rowlLabel">Kart ra
</label>

<dia IV LS S PN P

maxlength="16" title="Kart
</div>
</div>

<input name="ccnumber" type="text"

class="text" tabindex="2" pattern="[©-9]{16}"
hiria-required="true" required="">

Figure 7. Display of phishing website source code.

php' U Admin ‘

localhost / 127.0.0.1 / fake2 / infos | phpMyAdmin 5.0.2

ANle B¢ Gozat ¥ Yapi |/ SQL 4 Ara ¥t Ekle =4 Disaaktar [w iceaktar = Yetkiler
Son  Sik kullanilaniar ¥ Segenelier

- “ ‘4 + v id tckn ccnumber cemonth  ccyear  ccewvy
o | 7 Dizenle 3¢ Kopyala @ Sil 37 76356381278 4334 261531198965 4 26 254
B = ke | o7 Diizenie 3 Kopyals @ Sil 38 62104948364 4654 3833 3778 5273 12 28 457
3 Yeni & Dizenie 3 Kopyala @ SIl 41 28868195096 4844 4293 51138469 02 27 910
+- ¥ Infos I o~ Dizenle 3¢ Kopyala @ Sil 42 76105697438 4619 7576 8321 8648 02 23 116
#-4 Information_schema 7 Dizenle 3¢ Kopyala @ Sil 44 79999343474 4552 2614 3544 2928 02 24 724
F= mysql ‘ o Diizenie 3< Kopyala @ Sil 45 76162207472 4425 2757 43398361 04 23 a7
N puiGmanA. sehame | [ 7 Dizenle 3 Kopyala @ Sil 46 46290307832 4143 6437 2499 9351 05 28 114

+ | phpmyadmin - e >
® ot ] o Dizenle 3« Kopyala @ Sil 48 34669578334 4335 4324 8161 9933 06 21 104
I 7 Dizenle 3¢ Kopyala @ Sil 50 51199763450 4763 5195 1269 3951 05 23 336
} o7 Dizenie 3¢ Kopyala @ Sil 52 25245367510 4738 5492 7819 5876 05 0 124

Figure 8. Phishing website database display as a result of poisoning with fake data.

e  Daily new registered domain names information is
taken every day at 22.10 through the Zonefiles API
and saved to the database. The data of newly
registered websites use network/storage space
between 4-6 mb values,

e The function of detection of potential phishing
websites, with the help of similarity, among domain
names recorded in the last 24 hours works 10 minutes
after the data is received over AP], in other words, at
22.20. No network is used during this process, and
although this process is the most resource consuming
among all module average server easily meets the
load of the task,

e Checking black list shared by CERT and the retrieval
of newly added logs are made at the 50th minute of
every hour of the operation. The data of CERT
blacklist use 3 mb of network traffic and 6mb of
storage disk,

e  The process of searching for potential phishing words
on Google search engine and checking whether there
are any advertisements for phishing websites among
the listed results are made at 40th minute of every
hour. This process creates a network traffic of less
than 1 mb,

e  The process of searching for potential phishing words
on Twitter and separating URL addresses from the
listed result tweets are done every 30t minutes of
every hour. The network traffic of this process can
vary according to the content, and it has been
observed that it used a maximum of 20 mb.

e The process of whitelist valid websites around
potential phishing website list via ASN-based IP
control task are done every 55th minutes of every
hour. This process creates a network traffic of less
than 1 mb,

e  The process of notifying abuse addresses via e-mail, in
order to block access to active phishing internet sites,
is made at the 5t minute of every hour. Since this
process is only SMTP traffic, it uses a network less
than 1 mb,

e The process of logging into phishing websites with
marked username-password combinations, in order
to use the active honeypot method, is made at the 5th
minute of every hour. Since this process only includes
login, less than 1mb of data is used,

e The process of poisoning by sending fake data
continues as long as the phishing website is online.
The newly added phishing website is only given some
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time for the active honeypot method to work, and the
poisoning process starts at the 10t minute of every
hour. In the poisoning process, which uses the most
network by far, one transmission uses a network
between 100 kb-1 mb. In case of actively poisoning 5
phishing websites twice a minute, the hourly average
network usage is around 300 mb.

5 Results and actions to be taken 1n the future

In this study, a tool has been developed for automatic detection
of phishing websites and active defense against them. The
codes developed and the tool created feature to be the first in
the literature in terms of various aspects. Comparison of the
study made with other studies in the literature will be
processed separately for each method. Studies concerning
phishing websites in the literature focused on a single detection
method and made use of ready-made data sets. In this study,
real phishing websites have been detected by using four
different methods that back up each other. There is no open
source application that has been developed to detect phishing
websites. Therefore, this study features to be the first in this
regard in the literature. The detection of potential phishing
websites among the websites registered in the last day,
developed within the scope of this study, features to be the first
in the literature. Many domain names detected by using this
method belong to phishing websites that are still in preparation
process and have not started publication yet. Through this
development, it will be the first time in the literature that the
phishing website can be detected before it is published. The
similarity used to measure the status of newly registered
domain names as being potential phishing websites, via this
method, and the 12-day test results made as a result of the
word-based controls, it includes, are shown below. According
to Table 1, the average successful detection rate is 95.4%.

No study was found in the literature to detect phishing websites
that use the advertisements of search engines. A method has
been developed in this study to detect phishing websites that
advertise on Google. Through this method, the advertisements
given to Google were checked at regular intervals and their
status as being a phishing website was assessed. Through this
development, a method that is used by today's cybercriminals
to attract users to their own phishing websites has been
introduced to the literature and the first study example on it has
been presented. 2 phishing websites that advertise on Google
were detected, by using this method, in the testing process of
the study. When the control methods, in the literature, of
phishing websites in the social media websites are examined;

Aggarwal examines tweets via APl and browser plug-in,
through the PhishAri application that it developed in 2012, and
performs detection of phishing websites. In the study in
question, a successful detection rate of 92.52%. Was reached.
Liew, in the study developed in 2019, reached a successful
detection rate of 97.5% by processing 11 features in tweets
with the Random Forest Algorithm. Jeong, in the study made in
2016, had a success rate between 88% and 99% using machine
learning algorithms on tweets. Because these studies in the
literature wish to detect all phishing websites on Twitter, their
scope is very wide and they have developed API and browser
plug-in for this purpose. Because the scope in the method
developed in this study covers only phishing websites
operating on Tiirkiye, searches are made with key words and
all the listed results are regarded as potential phishing web
sites. Therefore, the success rate of this method is related to the
correct configuration of the searched words. In the testing
process of the study, more than one million tweets were
examined using this method and 6 phishing websites were
detected. As being the last part of the detection process, the
internet site of CERT institution authorized by the government
against phishing internet sites in Tirkiye is checked. Through
these controls, internet sites that cannot be detected by other
methods are learnt, and most of phishing websites operating in
Tiirkiye can accessed.

The words used during the controls of the websites, search
engines and social media websites registered in the last day
have been taken from the last 6 months data obtained from
CERT. Therefore, the methods which are used by attackers are
monitored up-to-date and it is enabled that the correct
detection rate is stable. Active defense techniques, which is the
innovative aspect of this study, have been introduced to the
literature for the first time. Three different active defense
techniques have been developed in the study. The first of these
is automatic mail sending so as to block access to the detected
phishing websites. The hosting providers of phishing websites
that are detected to be publishing phishing were found for this
transaction, their notification addresses were determined and
automatic notification was sent via e-mail. During the tests
performed, this process was tried 50 times and a success rate
of 98% was achieved. The process of blocking phishing internet
sites detected with this automation was shortened and the
possibility of human error was eliminated. Another active
defense method developed is the active honeypot technique.
Honeypot techniques are frequently used in today's cyber
world and aim to deceive attackers and betray themselves.

Table 1. Correct detection rate by date.

Days Newly Registered Domains Detection True Positive False Positive Correct Detection Rate
Day 1 227910 24 21 3 87.5
Day 2 151412 15 15 0 100
Day 3 239270 36 34 2 94.4
Day 4 239118 38 36 2 94.7
Day 5 122617 40 38 2 95

Day 6 190784 30 29 1 96.6
Day 7 336973 50 47 3 94

Day 8 155358 54 54 0 100
Day 9 141268 60 59 1 98.3
Day 10 211544 53 53 0 100
Day 11 238570 51 48 3 94.1
Day 12 291346 21 19 2 90.4

477



Pamukkale Univ Muh Bilim Derg, 29(5), 468-480, 2023
S. Ganal, E.U. Kucuksille, M.A. Yal¢inkaya

However, in this technique, the honeypot is fixed and awaits
actions of attackers. And in the method developed within the
scope of this study, marked data is sent to the phishing website
monitored by attackers and active trigger operation is made.
When attackers enter the real institution website with the
marked data, their sessions are directed to the honeypot
system. Therefore, valuable information of attackers can be
accessed.

The last active defense method is the poisoning method based
on the principle of sending a lot of fake data to the phishing
website and thus enabling the real victim not to be
distinguished. This method and the active honeypot method
use the same data transmission functions and, therefore, have
the same success rates. During the development of data
transmission functions, 25 phishing websites were arranged to
publish on the local computer and what information they tried
to obtain was examined. It was observed that these websites
requested 12 different data types such as credit card number,
T.R. ID number, telephone number, and functions that generate
fake data were created for each data type by adhering to their
real algorithms. Furthermore, the name fields that phishing
websites accept as data were examined and appropriate data
were defined in 23 name input fields. In this way, attackers see
data that looks as if it is sent, by a real user, for each submission.
Automatic data sending process is constantly repeated with
different data and a situation is created in which attackers
cannot distinguish the real victim data. Furthermore, because it
is known that provided that attackers list the source IP
addresses to which the transmitted data is sent, they can
distinguish the fake data, sending via SOCKS proxy addresses is
included in the code. Thanks to this method, the web page
content prepared is forwarded to attackers over different
SOCKS IPs, making it impossible for attackers to distinguish the
real information. Through this function, success rate of 92%
was achieved in poisoning phishing websites and sending
username-password data marked for active honeypot. By using
the phishing website detection methods developed within the
scope of this study, the detection status of real phishing
websites was tested. Based on the results obtained, some
improvements have been made and the detection part has
taken its final form. And again, among the active defense
methods developed within the scope of this study, automatic
notification sending process was tested on real phishing
websites detected. Test laboratories were established for
poisoning and active honeypot methods, which are other active
defense methods, and the whole process was carried out here.
Timing processes are adjusted for the automatic operation of
the entire system and their interoperability is tested. There is
no such a module in the literature that includes both detection
and active defense.

When all the improvements are summarized, the phishing
website detection methods developed within the scope of this
study are considered to be completely appropriate for real life
scenarios. Through the methods developed, it has been possible
to detect the phishing website even before it becomes active.
And other methods were used to detect phishing websites that
could not be detected by this method at the time of publication.
Moreover, details of all phishing websites operating in Tiirkiye
has been obtained with the help of CERT. The module
developed takes, with all these processes, all phishing internet
sites on its system. Through the active defense module
developed, the process of blocking the related phishing

websites and abusing users in this process was prevented.
Furthermore, additional precautions were taken by obtaining
information such as the IP and account number of attackers.
And in the future, necessary efforts will be made to change the
"phishing words" used in the detection of phishing websites
together with the domain names of new phishing websites and
to keep themselves up-to-date
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