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Abstract: Authentication in wireless networks is the process of verifying the identity of users 

to authorize them to access the wireless network. This process is critical to ensure network 

security and prevent unauthorized access. Access to wireless networks carries the risk of 

unauthorized persons interfering with the network, accessing sensitive data, or engaging in 

malicious activities on the network. Authentication ensures that only authorized users can 

access the network and helps prevent security vulnerabilities. The inability of unauthorized 

access to the network prevents data traffic from being monitored and malicious actors from 

stealing data. Authentication helps manage network resources effectively. Unauthorized 

users accessing the network can degrade network performance and lead to inefficient use of 

resources. Authentication increases network efficiency by ensuring that only authorized users 

can access network resources. The fact that blockchain technology has proven itself in data 

security is quite suitable for combining it with such a critical area as authentication. In this 

study, an authentication system with the help of smart contracts is connected to a blockchain 

infrastructure and executed. The performance tests of the proposed model are rigorously 

performed and discussed. 
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1. INTRODUCTION 

Wireless networks are one of the most popular methods of 

providing internet connectivity. Wireless networks 

communicate and exchange information between computers, 

phones, and other devices. However, vulnerabilities can 

occur during this communication and can lead to data theft 

and other cyber-attacks by malicious users. The widespread 

use of wireless networks with rapidly developing 

technologies has revealed the need to authenticate the 

identity of devices connected to the network. Authentication 

is the most important and challenging way to secure wireless 

networks in organizations. With authentication, devices that 

want to connect to the network are taken into the wireless 

network environment through a series of processes and their 

access status to network services is decided. In this way, a 

more secure and sustainable network is created (Henry and 

Luo, 2002; Dantu, Clothier and Atri, 2007). 

Authentication is a process used to verify the credentials 

(such as username and password) of a user who wants to 

connect to a wireless network. Authentication protects 

against data theft and other cyber-attacks by preventing 

unauthorized access to wireless networks. Authentication 

alone is not enough to secure wireless networks. Additional 

security measures, such as encryption and firewalls, can help 

make wireless networks more secure. However, 

authentication plays a fundamental role and is an important 

step in securing wireless networks. Authentication is when 

users pass an audit and prove their authenticity before joining 

a network. The user's identity data (username, password, 

etc.) is stored in a database. The data transfer between the 

information provided by the user to join the network and the 

server to verify the data must also be encrypted for data 

security. Authorization determines which operations users 

can perform on the network they join after successful 

authentication (Yildirim et al., 2021). 

https://orcid.org/0000-0002-4899-2219
https://orcid.org/0000-0001-7293-883X


21. Yüzyılda Fen ve Teknik Dergisi 2023, 10(19), 9-17 

10 

The WEP protocol was first developed to ensure the security 

of wireless networks. Identity control cannot be provided 

with the WEP protocol, which can be easily broken and has 

security weaknesses. After the WEP protocol, the WPA 

protocol was developed to eliminate all the weaknesses of 

the Web. When the TKIP encryption used with the WPA 

protocol also became crackable by attackers, the WPA2 

protocol was developed.  WPA2 uses CCMP-AES as a 

security protocol and CBC-MAC to ensure data integrity 

((PDF) Securing UMaT Wireless Network Using pfSense 

Captive Portal with Radius Authentication, no date). IEEE 

802.1.x provides a port-based mechanism that provides 

authentication and authorization mechanisms for connecting 

devices to a wireless network (Chen and Wang, 2005). 

Figure 1 shows an authentication messaging used for 802.1x. 

 
Figure 1. 802.1x user authentication steps 

 Table 1. Wireless network authentication protocols 

(Kablosuz Ağlarda Şifreleme, Kimlik Doğrulama ve 

Güvenlik Önlemleri)  

 

 

Authentication of users is one of the basic procedures used 

to ensure secure communication over an insecure wireless 

network. To secure wireless network systems, it is necessary 

to use effective and simple authentication methods. 

Authentication methods using usernames and passwords 

provide the basic components to prevent unauthorized access 

and ensure network security (Liao and Lee, 2010). AAA is 

used as an acronym for authentication, authorization, and 

accounting. Authentication is the process of controlling a 

user's access to a network with valid credentials. 

Authorization controls access for each user after the user has 

been authenticated and controls the privileges, services and 

commands that belong to the user. Accounting monitors 

network traffic passing through the firewall and provides a 

record of the user's activities (Alabady, 2008). The 

TACACS+ protocol is a Cisco proprietary protocol that 

provides access control for network routers, network access 

servers, and other network computing devices through one 

or more centralized servers. TACACS+ provides AAA 

services for Authentication, Authorization, and 

Accountability, respectively. Authentication is the process of 

determining who the user (or agent) is and checking that the 

agent is the correct agent to access the network. Most 

computer systems use a username and a fixed password 

authentication mechanism, TACACS+ also uses the same 

approach for authentication. However, fixed passwords have 

several security threats and drawbacks (Pradeep et al., 2019). 

Kerberos is a distributed authentication service that allows a 

client to verify its identity from a server or application server 

without sending data over the network. Kerberos provides 

optional integrity and confidentiality of data sent and 

received between client and server. Developed in mid-1980 

as part of the Ahtena Project, Kerberos is now in its 5th 

version, supported by new usage models and policies as its 

use has expanded. Version 5 of the Kerberos authentication 

service is considered the standard Kerberos (Neuman and 

Ts’o, 1994). 802.1X provides a secure and flexible 

authentication mechanism that facilitates dynamic virtual 

private network (VLAN) assignment to users.  Dynamic 

network assignment provides security, performance and 

mobility through the division of the network into multiple 

broadcast domains. 802.1X consists of three elements, the 

purpose of which is to restrict unauthorized devices from 

accessing the network (Benzekki, El Fergougui and 

El Belrhiti El Alaoui, 2016). 

 

- Client: It is the device that wants to access the wired or 

wireless network by sending its credentials to the 

authenticator. The data between the client and the 

authentication mechanism is held and encapsulated by EAP. 

 

- Authenticator: Devices located between the client and the 

authentication server. It is usually a switching device or a 

wireless access point. The main role of this component is to 

receive credentials from the requester and transmit them to 

the Authentication Server. It is usually based on the 

RADIUS protocol. 

 

- Authentication Server: A server that serves to authenticate 

one or more clients based on the credentials provided to it. It 

needs a local database to check and verify credentials. 

 

Authentication systems in wireless networks are potentially 

vulnerable to cyber-attacks. Malicious actors use various 

methods to access authentication systems and connect to the 

wireless network without authorization. Therefore, 

authentication systems used in wireless networks must be 

designed to be secure and protected against cyber-attacks. 

Some types of cyber-attacks are direct attacks on 

authentication systems. For example, brute-force attacks are 

when an attacker uses an automated program to try username 

and password combinations. This type of attack is used to 

obtain a user's credentials. Another type of cyber-attack is 

sniffing attacks, where an attacker listens and records traffic 

on a wireless network. This type of attack means that an 
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attacker listens to traffic on a wireless network and captures 

sensitive information such as usernames and passwords. 

Some attacks can target vulnerabilities in authentication 

systems. For example, an attacker may find a vulnerability 

in a protocol used to connect to a wireless network and use 

this vulnerability to bypass the authentication system. 

We would like to explain our motivation for this study in 

bullet points. In this way, we hope that the purpose and goals 

of our work will be better understood. 

- The reason for using blockchain for authentication on the 

network is to provide a secure and decentralized 

authentication process. Blockchain technology is distributed, 

and each transaction is recorded in a block with other 

transactions. Each of these blocks is linked with other blocks 

to increase security and form a whole. Therefore, blockchain 

technology can provide a secure and decentralized 

authentication process that is difficult to manipulate. 

- Blockchain technology can be used to securely manage the 

authentication process. This technology can provide users 

with a unique identity that will help them protect their 

personal information and prove the authenticity of their 

identity. Using these identities, users can interact with other 

users on the network without the need for any centralized 

authority. 

- Blockchain technology also provides greater security by 

recording the authentication process along with other 

transactions on the network. Authentication transactions are 

recorded on the blockchain and cannot be modified 

retrospectively. Therefore, because it is recorded along with 

other transactions on the network, any authentication fraud 

is detected, and transactions can be reversed. 

- As a result, blockchain technology provides a decentralized 

authentication process and provides greater security by 

recording it along with other transactions on the network. 

Therefore, authentication on the network with blockchain is 

an important step to create a more secure network 

environment. 

The second section of the paper describes how authentication 

methods are provided, how they have been integrated into 

new technologies over time, and the need for new 

approaches in this area. The third section describes the 

technical infrastructure used in the new authentication model 

proposed in this paper, the smart contract details, and pseudo 

codes. The fourth section evaluates the proposed model in 

terms of performance criteria and discusses the results 

obtained. In the last section of the paper, all the data are 

evaluated together, and the experience gained from this study 

and the future vision of this study are described. 

 

2. RELATED WORKS 

 

Network authentication has become one of the most critical 

and widespread areas of study with the widespread use of 

Internet services. User authentication methods have been 

developed for many different purposes and concepts and 

have been enhanced and improved with new technologies 

over time. The next enhanced method shows how it 

overcomes the shortcomings of previous works or hints at 

vulnerabilities. Researchers have made comparisons on 

securing an enterprise wireless network using WPA2 based 

PEAP MS-CHAP and Captive portal. They separated the 

employee and visitor networks to increase the security level 

on the corporate wireless network. As a result of the study, 

they showed that the wireless network can be cracked using 

attack tools such as airodump, aireply and aircrack (Soewito 

and Hirzi, 2014). When the causes of these vulnerabilities 

are analysed in detail, it has been shown that they are due to 

the incorrect or incomplete application of the methods put 

forward over time. To overcome this problem, researchers 

have focused on informational studies. For example, 

documents and articles were prepared to explain how to use 

Active Directory, Captive Portal applications and pfSense 

firewall to manage the authentication process of users on a 

university's wireless network ((PDF) Securing UMaT 

Wireless Network Using pfSense Captive Portal with Radius 

Authentication, no date).  

The increase in the number of portals using the Internet and 

the increase in the technical needs of the users naturally 

creates serious problems. To solve this problem, research has 

been carried out on the technical and basic requirements for 

meeting the broadband needs of users that will arise from the 

use of wireless networks in public areas after home and work 

environments, and solution approaches have been discussed 

(Henry and Luo, 2002). Researchers have further explored 

real-time approaches that simulate situations in outdoor and 

indoor networks. In a case study, taking a campus network 

as an example, a portal application running at OSI Layer 2 

within the campus area was developed. The developed 

application was subjected to different tests in the Eve-Ng 

virtualization environment and simulated user registration, 

user authorization and internet access(Yildirim et al., 2021)]. 

With personal data protection rights, GDPR laws, and the 

legal determination of user responsibilities in internet 

services provided to the masses, authentication methods 

have become more important in the use of wired and wireless 

internet services and studies in these areas have gained 

popularity. The researchers examined the widely used 

Extensible Authentication Protocol (EAP) protocols. They 

have also presented a literature review of authentication 

protocols. They examined the most widely used protocols of 

the EAP framework and the advantages and disadvantages 

of these protocols (Kumar and Gambhir, 2014). By 

characterizing the information on authentication systems as 

sensitive data, a new wireless network authentication 

protocol that provides user anonymity is proposed. In the 

study, symmetric encryption and decryption operations are 

performed for mobile users with hash function and smart 

cards. The most important feature of the work is the use of a 

one-time key between the user and the wireless network (Zhu 

and Ma, 2004). They identified the weakness of PairHand 

authentication phases and showed that the session key can be 

compromised under certain conditions. They proposed 

simple modifications to solve the security problems they 

identified without losing the security and efficiency of 

PairHand. They experimentally tested their implementation 

and showed that it can be used in real applications (He et al., 

2012). By classifying and comparing existing authentication 

techniques, the researchers aimed to make it easier for 
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system designers to determine the appropriate technique for 

their computational, communication, and application 

requirements (Grover and Lim, 2015).  

Mohsin et al. (2019) created a research environment with 

authentication using blockchain technology over the network 

and different authentication systems of various platforms 

using blockchain technology. With the research environment 

they created, they provided classified and useful information 

on how blockchain technology and various authentication 

systems can be combined. With the study, they emphasized 

the capabilities, importance, and challenges of blockchain 

technology used in various fields with different applications 

(Mohsin et al., 2019). Hammi et al. (2018) proposed a 

decentralized system for verifying and identifying IoT 

devices called trust bubbles. The proposed system utilizes 

the security advantages of blockchain technology to protect 

data integrity and data availability. They developed a real 

implementation of the system using the Ethereum blockchain 

and C++ language (Hammi et al., 2018). Lau et al. (2019) 

utilized blockchain technology to authenticate any device 

that will be included in the network in IoT networks. Using 

the features of the blockchain, they created digital identities 

of IoT devices and used these identities for the device 

authentication process. In this process, they proposed the 

Authenticated Devices Configuration Protocol (ADCP). 

They demonstrated all the results of the solution with a 

working application (Lau, Alan and Yan, 2019). 

We briefly mentioned recent studies on authentication in 

wired and wireless networks in different methods and 

techniques. As the security, privacy, and immutability 

features of blockchain technology have become popular, it 

has contributed to alternative solutions to the authentication 

mechanisms implemented in previous years. Verification 

and access systems have been strengthened by contributing 

to the work done in previous years in various dimensions. 

Blockchain-based solutions have been proposed and 

implemented to carry out authentication and authorization 

processes in smart cities. The advantages of this method 

include the detection of malicious behavior and the removal 

of potential security violators from the infrastructure service 

(Esposito, Ficco and Gupta, 2021). Research on 

authentication and security in IoT (Internet of Thing) 

systems, which are frequently used in smart city 

infrastructures, is also becoming widespread. In these 

studies, Hyperledger Fabric infrastructure, which stands out 

with its powerful structure, was utilized. Among the 

advantages of the studies, simplicity and openness are 

emphasized compared to other studies (D. Li et al., 2018). 

Another study for IoT networks presents the preliminary and 

initial conceptual design of a blockchain-based distributed 

IoT data network around urban transportation. It is believed 

that a vehicular network such as B-DRIVE powered by 

VANET can address some of the ongoing problems of 

current urban transportation and overcome security concerns 

(Zia, 2021).  

Blockchain-based verification models carried out in the field 

of Wireless Sensor Network (WSN) have been evaluated in 

terms of security and performance criteria and introduced to 

the literature (Cui et al., 2020). The security aspects and 

potential vulnerabilities of Vehicular Ad-hoc Networks 

(VANETs) technology, which is one of the current parallel 

comprehensive fields, have been realized in other researches 

and efforts have been made to provide solutions with 

blockchain-based authentication methods (Abbas et al., 

2021). The gap in this area has been identified by researchers 

and a new blockchain scheme based on a permissioned 

blockchain has been developed for secure road traffic data 

management (Diallo, Dib and Al Agha, 2022).  

On 18.05.2023, 593 results were reached in the research 

conducted by selecting "topics" with the keyword 

"Authentication" and "Blockchain". According to the years, 

468 articles, 47 papers, 2 book chapters and 78 review 

studies were reached from different disciplines and fields, 

with the oldest 2018 and the newest 2023. The data were 

analysed through author-citation-journal-journal-country-

institution-keyword and abstract analysis. The content 

indexed in Web of Science was taken as a database. The 

keyword map in the research conducted in the literature is 

shown in Figure 2. 

 
Figure 2. Authentication Literature Tree 

A literature tree was obtained by examining the studies 

identified in the results of the literature search by adding the 

keywords "Architecture", "Architecture", "Method", 

"System", "Model", "Approaches", "Scheme", "Algorithm", 

provided that the keyword "Authentication" remains 

constant, and by grouping the studies carried out under these 

headings. This tree is shown in Figure 3. In the grouping 

made in the light of the scan findings, Smart Phone (Sahu et 

al., 2018), Financial Sector (Ramya et al., 2022), Smart City 

(Esposito, Ficco and Gupta, 2021; Ferreira et al., 2021) 

leaves in the "New Architecture" branch, Commercial 

Online (Okada et al., 2019), Telecommunication (Pan et al., 

2017; Muhammad and Safdar, 2018) leaves in the "New 

Method" branch, Broadcast (Yavuz, 2014) leaf in the "New 

System" branch, Internet of Energy (Kim, Yoo and Yoo, 

2015; X. Li et al., 2018), Telemedicine(Mir and 

Nikooghadam, 2015) leaves in "New Model" branch, AI 

(Liang et al., 2020; Zhang et al., 2022) leaves in "New 

Approaches" branch, Telemedicine (Guo et al., 2019)] 

leaves in "New Scheme" branch, Social networks(Li et al., 

2017; Yu et al., 2017) leaves in "New Algorithm" branch 

were identified. 
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Figure 3. Authentication Literature Tree 

 

3. PROPOSED MODEL 

 

In this section, we will introduce a new infrastructure 

proposal that will change the functioning of the process that 

starts with the login panel used to log in to the systems in 

user interfaces. Let's examine the functioning of the system 

in stages. First, the user who wants to log in to the system 

must provide login information such as username, password, 

registration number, etc. to the interface with which they will 

interact. The type of hardware logged in can be a cell phone, 

tablet, laptop, or desktop computer. This device sends this 

information to the connected modem, server, or an internal 

firewall by applying its own security procedures. These 

security measures are usually realized with AES, TKIP or 

CCMP encryption methods. After this process, the upper 

service provider that receives the user information initiates 

the verification process by activating its own verification 

mechanisms. As a result of this verification process, 

rejection or approval information is returned. In addition, if 

the feedback is positive, the user authorization status can be 

determined on the system and added to the response. This 

verification mechanism works differently from standard 

systems. The main reason for this is that instead of a linear 

method such as a Radius-like verification mechanism, a 

blockchain-based system is proposed. This chain structure is 

a mechanism built on Hyperledger Fabric infrastructure and 

executed with smart contracts methods. Figure 4 shows the 

working mechanism of the proposed infrastructure. 

 
Figure 4. Blockchain-based authentication infrastructure 

architecture 

The block chain structure consists of interrelated information 

rings that contain summary information of the previous 

block and are loyal to the distributed ledger technology. The 

input information received from the service provider is 

written into the previously issued smart contracts. First, 

verification is performed within the chain by means of smart 

contracts containing critical information. If the verification 

result is positive, the authorization protocol is activated again 

with smart contracts. The authorization information received 

from this unit is sent to the service provider with input 

confirmation. The service provider activates the necessary 

authorization arrangements and transfers information to the 

user hardware and the login process is completed. 

With the realization of this infrastructure, manipulation 

processes that may occur in the verification server are 

prevented due to the nature of the blockchain, and 

eavesdropping attacks are eliminated due to the nature of 

smart contracts. 

 

Algorithm 1 Smart Contract Pseudo Code 

1: 

2: 

3: 

4: 

5: 

6: 

7: 

8: 

9: 

10: 

11: 

12: 

13: 

14: 

function initIdBook () 

     config IdBookStandarts () 

function CreateBookMember (cbm, params) ←obj 

    if exist (cbm) = = true then 

        return error 

   else 

        return (obj ⸧ [params]) 

function GetIdBook (cbm, id) 

  const allData = [] 

  while! result. done then 

allData.Push → Key: result.value.key, Record: 

record 

     result ← await. iterator. next () 

     return allData. AuthorityId 

end 

 

In the prepared smart contract, the initIdBook method is 

executed to perform the initial settings that need to be done 

at the beginning of the distributed ledger settings. Before 

writing new data into the distributed ledger, it is checked 

whether there is data with the same Id. When a positive 

answer is received, a new object is created and the process 

of registering to the distributed ledger is started and the new 

record is returned at the end of the process. The GetIdBook 

method can be executed to read the records. After checking 

the necessary permissions, the data stored in the distributed 
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ledger can be read and listed with the help of an iterator. 

Algorithm 1 shows the pseudo code of the smart contract. 

4. FINDINGS AND RESULTS 

 

Authentication times of RADIUS, WPA2, WEP, Open 

Access and BCAUTH wireless authentication systems were 

measured in the test environment. In order to measure the 

authentication times, the wireless network packets in the 

environment were sniffed with the wireshark program 

installed on a computer with Kali Linux operating system. 

The connection steps of the sniffed packets and 

authentication types are given in Figure 5, Figure 6, Figure 7 

and Figure 8. 

 
Figure 5. Open Access Authentication connection process 

 

Figure 6. WPA2 Authentication Connection Process 

 

Figure 7. Radius Authentication Connection process 

 

Figure 8. WEP Authentication Connection Process 

 

Apache jMeter application was used to perform performance 

tests of the authentication system on the blockchain. JMeter 

simulates resource requests (web requests) made by real 

users to servers while using a web application, as if real users 

were requesting these resources. The user scenarios 

simulated with JMeter (the way users use the web 

application) can be constructed as if multiple users are 

running the same scenario at the same time by differentiating 

the inputs requested by the web application and a load of the 

desired size can be created in the system. 

Authentication times were calculated based on the difference 

between the time when the authentication process started and 

the time when the authentication process was successful. The 

calculated times in milliseconds are given in Table 2. 

 

Table 2. Authentication time 

 
RADIUS authentication takes more time than other 

authentication types because after the authentication process 

with radius is successful, the user must be authorized and 

communicated with to establish the connection. WPA2 was 

found to be the fastest of the authentication types tested. 

According to the findings, the main reasons for the delay of 

the blockchain structure are the time spent for the formation 

of the genesis block, which is automatically generated at the 

start of the chain, the verification time applied to test the 

reliability of the chain, and the transaction processes realized 

through smart contracts. Considering all the conditions, the 

performance of the BCAUTH infrastructure proposed in this 

study is acceptable from the perspective of security measures 

and technological innovation. 

5. CONCLUSIONS 

 

Authentication and blockchain technology can be combined 

to create secure and decentralized systems for authentication 

and access control. As a distributed and immutable ledger, 

blockchain provides transparency, immutability, and 

resistance to tampering, making it suitable for authentication 

purposes. For user registration, when a user wants to create 

an account or register on a platform, they provide their 

personal information and create a digital identity. This 

identity is then hashed, encrypted, and stored on the 

blockchain network. The user is given a unique 

cryptographic key pair consisting of a private key (known 

only to the user) and a public key. When the user wants to 

verify their identity on the platform, they start the process by 

providing their public key or digital ID. The platform verifies 

the authenticity of the user by checking the blockchain 

records. Since the blockchain is immutable, any changes or 

tampering attempts can be detected. Smart contracts, which 

are self-executing contracts with predefined rules encoded in 

the blockchain, are used for access control. Access to certain 

resources or services is regulated through smart contracts 

that enforce certain conditions or permissions based on the 

identity of the user. This enables decentralized and 

automated access management without the need for 

intermediaries. Blockchain-based authentication systems 

increase privacy by enabling users to control their personal 

data. Instead of sharing sensitive information with each 

individual service provider, users can selectively disclose the 

Auth. 

Type 
Radius WPA2 WEP 

Open 

Access 
BCAUTH 

Auth. 

Time 

(ms) 

243.903 6.519 15.747 97.132 240.375 
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information required for authentication purposes without 

revealing their entire identity. This reduces the risk of data 

breaches and identity theft. Another advantage of combining 

authentication with blockchain is the ability to audit and 

track user activity. The transparent nature of blockchain 

allows for the creation of an immutable audit trail that 

provides a comprehensive record of authentication events 

and related transactions. This is useful for compliance, 

regulatory purposes, or dispute resolution. It is important to 

note that while blockchain provides security and 

decentralization, it can also bring challenges related to 

scalability, performance, and energy consumption. 

Numerical results have been obtained that support this view. 

Therefore, the suitability of combining authentication and 

blockchain should be evaluated based on specific use cases 

and requirements. In future studies, it is aimed to implement 

authentication systems as well as authorization processes and 

move them to the smart contracts base.  
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